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[Important Notice] Beware of Phishing Emails Impersonating Our Hotel
Thank you for choosing Four Points Flex by Sheraton.

We have become aware of phishing emails targeting guests who booked their stay
through an online travel booking site (hereinafter "the booking site"). These emails
impersonate our hotel or the booking site in an attempt to deceive guests.

These emails are sent from sender addresses that differ from the official domains of our
hotel or the booking site. They attempt to trick recipients into clicking a "Confirm
Booking" button or link, with the goal of stealing personal information such as credit
card details.

Please note that neither our hotel nor Marriott International will ever ask guests to re-
enter credit card information or "confirm" a booking via an external link.

Please be cautious of emails with the following characteristics:

* The sender's address differs from the official domain of our hotel or the booking site

« The email creates urgency by claiming, for example, that "we tried to contact you via
WhatsApp but received no response”

+ The email directs you to a suspicious link or asks you to enter credit card information

If you receive a suspicious email, please do not click any links or open any attachments.
Instead, contact the customer service of the booking site directly.

As a security measure, we will be taking necessary precautions, including
recommending regular password updates across online travel booking platforms.

We sincerely apologize for any inconvenience and concern this may have caused our
guests.

We appreciate your understanding and ask that you remain vigilant against such
fraudulent emails.



